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2. FEE BN

Realtek 7 AR RE A BBy %8, 507 EEMAIA LR IR PR 75 A e P S AL RS, &
FA LU LA 5T

2.1. #EHE O X eFuse &€

Realtek i 4 fi % 1147 USB/UART/PCM. f 1 UART 2 A W34}y H4/Three-wire
(H5). [} Realtek # 77 AT ASZ PR 2R /0UR 2k, IX 615 52 #6275 eFuse w1 ] i 1), 5 224
I B E R IE . 73 /A Se e B2 v] L driver HLIHT ) config Se bR 8t 11
PR, PCM 244, 32k clock it # 55, 41 1% € 1 LA UART.interface BT cantrollerinitial
guide-H4/-H5.pdf.

2.2. ZHIKF

R g ) a2 Linux PC ARG 8 SN Linux 245, J#H kernel net/bluetooth L%
b, aEr L command line Ty sUE e B RANI KD, AEMIELS S KN K
Readme.txt, AW 44 3 Kernel & T UABS L. WRAZNEARS, iS5 % 3. Kernel 5.

2.3. %1 Bluez

WRE RGBT BlueZ B0 #7228 37 BlueZ WA, 5 AME M www.bluez.org
N EMIRAS, IFEE ) G i

2.4 37 £ HAth ' stack B driver

TR % 75 B4 ) BlueZ 2 A1) stack, W42 AT R RS, AR SR BAR S AN TE H
Vi 5 # W1 UART 7interface BT controller initial guide-H4/-H5.pdf &% # USB interface BT
controller initial guide.pdf.
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3. Kernel #%5%E

3.1.BlueZ kernel %% &

it shell 54 make menuconfig 77T net/bluetooth (LT &, A A E B S F&
f).config SCAF, A kernel HC B A 16 24 SHF, X870 %) W code fr:<kernel>/net/bluetooth

Hx.
make menuconfig (kernel 4.8) [Networking support > Bluetooth/subsystem support]

--- Bluetooth subsystem SUEpOFt

[*] Bluetooth Classic (BR/EDR) features
M= RFCOMM ﬁrctncnl support

*] RFCOMM TTY support

M= ENEP protocol support

] Multicast filter support
1 Protocol filter support
M= HIDP protocol support
1
1
1
1
]

#*

Bluetooth H1Eh Speed (H5) features
EBEluetooth Low Energy (LE) features

Enable LED trig %ers
Bluetooth self festing support

* Export Bluetooth internals in debugfs

Figure 3-1 Blu€Z kernel stack set in make menuconfig

—r——— A A A

—

<kernel>/.config

CONFIG_BT=m
CONFIG_BT_BREDR=y
CONFIG_BT_RFCOMM=m
CONFIG_BT_RFCOMM_TTY=y
CONFIG_BT_BNEP=m
CONFIG_BT_HIDP=m
CONFIG_BT_LE=y
CONFIG_BT_DEBUGFS=y

W N % A7 RFCOMM W H , A i 2 % #% CONFIG_BT_RFCOMM
CONFIG_BT_RFCOMM_FTY.

U 3 B4 BNEP protocol #11 PAN W, A5 k4 CONFIG_BT_BNEP.

WIRAN TSR (BR/EDR Mouse/Keyboard), /R %3% % CONFIG_BT_HIDP.

3.2.UART Transport layer IX3h% &

il

X3R4y & UART Transport layer 9X2)), {{i ] USB #:111% 2% 3.3. USB Transport Layer

B -

# Realtek Bluetooth UART driver 4 (1] bluetooth_uart_driver SCf32 4 [#).h Fl.c SCAF#RH%

I #<kernel>/drivers/bluetooth H 3%,

& M <kernel>/drivers/bluetooth H 3 F Kconfig F1 Makefile SCfF, B4Jnxf Realtek
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config BT_HCIUART _RTL3WIRE
bool "Realtek Three-wire UART (H5) protocol support"
depends on BT_HCIUART
help
Realtek Three-wire UART (H5) transport layer makes it possible
to use Realtek Bluetooth controller with Three-wire UART.

Say Y here to compile support for Realtek Three-wire UART.

Makefile:

hci_uart-y +=rtk_coex.o
hci_uart-S(CONFIG_BT_HCIUART_RTL3WIRE) +=hci_rtk_h5.0

ik make menuconfig B H 5 2 kefnel K i & S fk<kernel>/.config, ffiil Realtek
Three-wire (H5) driver 5 32 £F.

make menuconfig [Networkingssupport > Bluetooth subsystem,support > Bluetooth device
drivers]

<H> HCI UART driwver

UART (H4) protocol support

BC5P protocol support (NEW)

] Atheros AR308x serial support (NEW)

[ ] Three-wire UART (H5) Erotocal support (NEW)
[*] Realtek Three-wire UART (H5) protocol support
[ 1 Intel protocol support (NEW)

Oualcomm Atheros protocol support (NEW)

Intel AGGEXX protocol support (NEW)

Marvell protocol support (NEW)

Figure-3-2 Realtek Three-wire UART (H5) support in make menuconfig

<kernel>/\config
CONFIG_BT_HCIUART=m
CONFIG_BT_HCIUART_H4=y
CONFIG_BT_HCIUART_RTL3WIRE=y

3.3.USB Transport Layer IXzh#% &

# Realtek Bluetooth USB driver 141 bluetooth_usb_driver SC4:3¢ F Frf.c Fil.h S04 DL
2% kernel/driver/bluetooth H 3.

B4 kernel/driver/bluetooth H s T Kconfig Al Makefile, 14 /%} Realtek Bluetooth HCI
USB driver {37 ¥,

Kconfig:

config BT_HCIBTUSB_RTLBTUSB
tristate "Realtek HCI USB driver support"
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depends on USB

help
Realtek Bluetooth HCI USB driver.
This driver is required if you want to use Realtek Bluetooth
device with USB interface.

Say Y here to compile support for Bluetooth USB devices into the
kernel or say M to compile it as module (rtk_btusb).

Makefile:
0bj-$(CONFIG_BT_HCIBTUSB_RTLBTUSB)  :=rtk_btusb.o
rtk_btusb-objs := rtk_bt.o rtk_misc.o rtk_coex.o

ik make menuconfig B35 1& 24 kernel [FECE I, il Realtek Bluetooth HCI USB
driver 1 3 ¥ .

make menuconfig [Networking support > Bluetooth.subsystem support{>\Bluetooth device
drivers]

<M> HCI USE driwver
[*] Broadcom protocol support
Fealtek -r?tocal support

<M> HCI UART driver
[*]  UART (H4) protocol support

Figure 3-3 Realtek HCI USB driver support in make menuconfig

<kernel>/.config

CONFIG_BT_HCIBTUSB_RTLBTUSB=m

3.4 AVRCP.input/device support

LS AVRCP 1) Up, Down, Left 25 3% 8 {1 A1 press/release {5 KLl ik input dewce oy
FHRSFLR 35 3247 IT kernel user level driver support (UINPUT). 2B 7] L i make
menucenfig B & 15 2 kernel (K& SCAFFT T

make“menuconfig [Device Drivers > Input device support > Miscellaneous devices]
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User level driver support

Figure 3-4 User lever input device suppert

<kernel>/.config

CONFIG_INPUT_MISC=y
CONFIG_INPUT_UINPUT=m

) -
3.5.HOGP user-spgc’e\QID%ﬁ}mgr N2,
AN S

WIS HoG ) KEY_1, KEY 2, KEY_ESC ZF %4 (il L input device 3%45 i /7 &2,

74T I kernel 11 user-space 1/0O dri or HID subsystem(UHID).  Btikxiina] DLl

CONFIG_UHID=m

x "
4. BlueZ %

4.1.BlueZ %%

M BlueZ M (www.bluez.org) T BlueZ J5ifd, HEATHMIZN F. ik ferh it
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FEAH BlueZ #5172, 4n D-Bus, GLib %%, #E#{HH BlueZ 5.xx, WASEH, SZHEFHIThAEM
%, JFHACH RS, W R ESFF LE ThiE, 2K kernel fii4s 3.5 XA L2, BlueZ 5.0 &
PL_E. Realtek BT driver S £F kernel A 2.6.32 LA .

BlueZ 1143 7] L2 % <bluez-5.xx>/README ., & /il 1L configure FEATHC & , 4R )5 4 5 o
Al LB configure 3y — YL I HE, 41101 --enable-test 1] DA% % <bluez-5.xx>/test I~ [ — L& test
T H; BlueZ [t]--enable-experimental it il #4 il T heartrate %5 plugins, H & n] LLFE
Makefile.plugins 31, &4 if EXPERIMENTAL [(J#B32 5z, 53406k BlueZ 5.xx, 7
T4k bluetoothetl, I T-Mlli, ‘&) configure %k --enable-client.

BlueZ 47 WM EE 2L [k 5 configure L # /7 %: CONFIGDIR. STORAGEDIR. &
fIIXF R configure 24057 7l 2 --sysconfdir Fll--localstatedir. CONFIGDIR j& BlueZ daemon
bluetoothd fic & S FIAE IR & . STORAGEDIR 2 BlueZ bluetoothd ¢ i 4+~ adapter £/l
HAHSEHY devices 5 BIA E

configure:

if (test "Ssysconfdir" = 'S{prefix}/etc'); then
configdir="${prefix}/etc/bluetooth"
else
configdir="${sysconfdir}/bluetooth"
fi

if (test "Slocalstatedir" = 'S{prefix}/var'); then
storagedir="${prefix}/var/lib/bluetooth"
else
storagedir="S{localstatedir}/lib/bluetooth"
fi

1714 % README-%; '
Jconfigure [ prefix=/usr  -*mandir=/usr/share/man  --sysconfdir=/etc  --localstatedir=/var
~libexecdir=/lik

CONFIGDRIR}fetc/bluetooth, STORAGEDIR Jy/var/lib/bluetooth. bluetoothd(J& M43t
M) JA 3G~ /E CONFIGDIR H1 2 $k main.conf SCAFREAT AL E - 7 main.conf 71 AJ DL 1% & name,
class 4% {5 Ko A8 J5 2K main.conf SCEFBCEXS B H 3R

bluetoothd~£: STORAGEDIR f adapter address SC/FJ2 4 A%F—> remote device LA
address @ S, Horp () info U A7t 1% device IAHIGAE S, W1 Name, Class, LinkKey,
LongTermKey %5,

[root@linux-pc /var/lib/bluetooth]# cat 00:05:44:33:22:11/33:E0:33:67:98:12/info
[LongTermKey]

Key=27708DFD10B8C6FA085C637D04AEB13E

Authenticated=0

EncSize=16

EDiv=13763

Rand=1129395808884020994
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[ConnectionParameters]
Mininterval=12
MaxInterval=12
Latency=14
Timeout=100

[General]

Name=REALTEK_RCU

Appearance=0x03c0

AddressType=public

SupportedTechnologies=LE;

Trusted=false

Blocked=false
Services=00001800-0000-1000-8000-00805f9b34fb;0000180a-0000-1000-8000-00805f9b34fb;00
00180f-0000-1000-8000-00805f9b34fb;00001812-0000-1000-8000-00805f9b34fb;00001813-000
0-1000-8000-00805f9b34fb;0000ffd0-0000-1000-8000-00805f9b34fb;1800;180a;180f;1812;1813
;ffdO;

[DevicelD]
Source=1
Vendor=93
Product=1
Version=8485

4.2. UART hcrattach

hciattach toel ;& BlueZ 4 UART & L 5 ¥ il #s 4 L v datk T B, X+ USB #1111
W AU Bk S A AR

¥ Realtek Bluetooth UART, &1 driver 43 rtk_hciattach H % FJ5A% g 135 A4 BT
rtk_heiattach, A FH BlueZ 4t 1) heiattach. #14Afk Il i rtk_hciattach -n -s 115200 ttyS1
rtk_h5 B rtk_hciattach -n -s 115200 ttyS1 rtk_h4 fr4#47, L DR &L nESFE4
NG

4.3. N B 3

W F BEHA A A T R T BNk W A SCfF, 6T UART 2 (W 0] 7 heiattach_rtk.c g X
AT H . BRI

#define FIRMWARE_DIRECTORY "/lib/firmware/rtlbt/"
#define BT_CONFIG_DIRECTORY "/lib/firmware/rtlbt/"
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XTT USB 42 [ 8 158, driver J8 5 p& 2 request_firmware () 3R B 1, XA o B AT 45
SAE H ST ARG, B UXAS H S oh/libfirmware. 755 % SR T G %
DAL A S AT O e AN S B

4.4.bluetoothd 23

bluetoothd & BlueZ [J—/N<p4dEFE, sCILT A2DP, AVRCP, GATT, SDP %% profiles, Jf
$24it D-Bus services 5 #hH5FE P .

1EJA 3] bluetoothd 2 FiT 5 22 5¢ B A R JLAD L«

1. i\ bluetooth.conf T il & 7£/etc/dbus-1/system.d H % ~, )i 5l bluez #FF%: bluetoothd
-n -d; %t Bluez 5.xx, #JLLAIN-C 44, $&4}t deprecated command line‘interfaces--l sdpteol
browse local .

Wi bluetoothd JE &AM,  HILLLT log:

D-Bus setup failed: Connection ":1.12" is not allowed to'‘\own the service™org.bluez" due to
security policies in the configuration file
] BE & D-Bus AR )@, 7] LAYE Jetc/dbus-1(system,d/bluetooth.conf T35 il

<policy user="root">
<allow own="org.bluez"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Agent1"/>
<allow send_interface="org.bluez.MediaEndpoint1"/>
<allow send_interface="org.bluez.MediaPlayer1"/>
<allow send_interface="org.bluez.ThermometerWatcher1"/>
<allow send_interface="org.bluez.AlertAgent1"/>

<allow send_interface="org.bluez.Profile1"/>

<allow send_interface="org.bluez.HeartRateWatcher1"/>
<allow send_interface="org.bluez.CyclingSpeedWatcher1"/>
<allow send_interface="org.bluez.GattCharacteristicl"/>
<allow send_interface="org.bluez.GattDescriptorl"/>
<allow send_interface="org.freedesktop.DBus.ObjectManager"/>
<allow send_interface="org.freedesktop.DBus.Properties"/>
<l-- for bluez 4 -->

<allow send_interface="org.bluez.Agent"/>

<allow send_interface="org.bluez.HandsfreeAgent"/>
<allow send_interface="org.bluez.MediaEndpoint"/>

<allow send_interface="org.bluez.MediaPlayer" />

<allow send_interface="org.bluez.Watcher"/>

<allow send_interface="org.bluez.ThermometerWatcher"/>
<allow send_type="method_call"/>

</policy>

WHRA LA root 1517 bluetoothd, 75 Z2¥8 INAHRY user [ policy, F1 root policy 4L, 52 il
RIS, R AT B MU <policy user="xxx">
12735
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At iB7E root AR FIE4T bluetoothd.

2. WHRAEH UART 2 000-R B, 20K#BT_DIS pin 7 high Jfid rtk_hciattach 52
YIGEALFIBCE . rtk_hciattach -n -s 115200 ttyUSBO rtk_h5;

3. 1£ terminal % rfkill list 75 % Bluetooth IRZAs . 41 5 ¥ 4-IRA N Blocked: yes, i1
HI rfkill unblock bluetooth 1& i I IR &4 Blocked: no.

4. KAk 1847 bluetoothetl, 7EIFE ML K ar 24T 4 A power on i i H
hciconfig T.H, 4k hciconfig hciO up. i H bluetoothctl 1 GE #5 7 o

5. BluezZ AR
R BlueZ 25, UL SRt S T A

5.1.&%%&. &k Controller 5 8

hciconfig -a 1] LA {27k Controller [)—S8FEA(F TS th ] Lhid 1 bluetoothctl [¥] show iy 4
#7% Controller {5 .. (bluetoothctl 7 5.2 32\ FEXT RIFERET M B0 1) -

7 BlueZ f#) main.conf (/etc/bluetooth/main.conf) a] L E Name. Class 2515 L. i 5
&4 Controller 7EF-HLAFI i £ b1 B R EIbR, ol ME S elass. I o e HAL, nl1E
24 % 0x210404. (Only the major and“minor device class bits are considered). [F] I} 75 22454
plugins/hostname.c, % 5 e84 %1 update_name() A1 tpdate_class() " (4864 .

5.2. R BoX &R &

BlueZ $2it T4 24T T H bluetoothctl, SZIL T GAP #:4E. ILFEFAL T
<bltez-5xx>lclient/ H 3% R4 it {E root B Fiz4T bluetoothetl, AN A 1THI .

[bluetooth]# show // 7 & 15 251 Power J&15 4 yes, W1 Power 4 no, NIiz4T power on
[bluetooth]# power on

[bluetooth]# agent NolnputNoOutput // 1] LA & HAth 10 caps, U1 KeyboardDisplay
[bluetoothl# default-agent

[bluetooth]# scan on //33 52X N [ %5 J5 » ] scan off 2% [4] scan.

[bluetooth]# pair 00:22:48:DC:89:0F // it X} 128 ¥iij % £ o

[bluetooth]# connect 00:22:48:DC:89:0F //3% 217t i ¥ £%

FeX5E 2 )5, Al LME ] [bluetooth]# trust 00:22:48:DC:89:0F F54- DAL b iek 11 14 5 e &
g trusted, EEGLLJS RS IRIE, TESR RSB, TSR TN Yes/Noo U1 i SR IR 45 4%
BUN, WA agent, WIS AT, BBk,
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5.3. 7] R ILAA] &R

IR TR LS B &R S|, W FTFEFTHF Inquiry Scan. 415 AT DLgE H2,
PLJF ) Page Scan.

Inquiry Scan F1 Page Scan n] LA i heiconfig JT i3 : heiconfig heiO piscan. %5 X A0 F

piscan: ¥ Page Scan Al Inquiry Scan #B$] JF;

iscan: ¥ #¥]JF Inquriy Scan;

pscan: {1 Page Scan;

noscan: <[4 Page Scan A/l Inquiry Scan.

1 hciconfig hci0 leadv [type] ] LAf5 4 adapter % LE Adverting,“type Z: %1} advertising
type (0~4); H hciconfig hci0 noleadv {5 11~ advertising.

f§ ] bluetoothct! ] LLFT T n] A ILFI ] FAS, iy Avdiscoverable “on 1 LA ] I 4T T
discoverable 1 connectable, ERINTEHLIT I K42 limited discoverable, AfIA] 4 180Qs .yl 75 22
discoverable — H JF# , W & main.conf 1) DiscoverableTimeout 0. AN it ] discoverable
on AN<4TJF LE advertising. W1 RARZLFTIF) 8%, LIS FH [l (] heiconfig/hciO leadv, 7]
BUH heitool cmd % 3% HCI LE commands i &) 4% 2 9 T e 1%

5.4.Test tools

BlueZ it 78 AL IR IEA D fE ,» HARRALZE<bluez-5.xx>/tools/ H 3% F .
LEMRR, BlueZ 2 Rz A2 RE hluetoothd SFFE V48 1F 7 1247 31 H-F i C&e i hiifr i sk
n] H hciconfig —a fifiil .

[alex_lu@linux-pc /tmp]$ sudo hciconfig -a
hcil:Type: BR/EDR Bus: UART
BD Address: 34:C3:D2:0E:AE:36 ACL MTU: 1021:8 SCO MTU: 255:16
UP RUNNING PSCAN ISCAN
RX bytes:11078 acl:62 sco:0 events:153 errors:0
TX bytes:9582 acl:63 sco:0 commands:75 errors:0
Features: Oxff Oxff Oxff Oxfe Oxdb Oxff Ox7b 0x87
Packet type: DM1 DM3 DM5 DH1 DH3 DH5 HV1 HV2 HV3
Link policy: RSWITCH HOLD SNIFF PARK
Link mode: SLAVE ACCEPT
Name: 'luke-INP-131LT-MMTBKCN'
Class: 0x0c010c
Service Classes: Rendering, Capturing
Device Class: Computer, Laptop
HCI Version: 4.0 (0x6) Revision: Ox1e6c
LMP Version: 4.0 (0x6) Subversion: Oxa747
Manufacturer: Realtek Semiconductor Corporation (93)
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(@) hciconfig: HCI Bd E TR

sudo hciconfig hciO up /* Open and initialize HCI device */

sudo hciconfig hci0 iscan I* Visible */

H¢ heiconfig emd A Fi hciconfig --help 3755k & & <bluez-5.xx>/tools/hciconfig.c S 1f.

[alex_lu@linux-pc /tmp]$ sudo hciconfig -h
Password:

hciconfig - HCI device configuration utility

Usage:
hciconfig
hciconfig [-a] hciX [command ...]

Commands:
up Open and initialize HCI device
down Close HCI device
reset Reset HCI device
rstat Reset statistic counters
auth Enable Authentication
noauth Disable Authentication
encrypt Enable Encryption
noencrypt Disable Encryption
piscan Enable Page and Inquiry scan
noscan Disable scan
iscan Enable Inquiry scan
pscan Enable Page scan
ptype [type] Get/Set default packet type
Im [mode]  Get/Set default link mode
Ip [policy] Get/Set default link policy
name [name] Get/Set local name
class [class] Get/Set class of device
voice [voice] Get/Set voice setting
iac [iac] Get/Set inquiry access code
inqtpl [level] Get/Set inquiry transmit power level
ingmode [mode]  Get/Set inquiry mode
ingdata [data] Get/Set inquiry data
inqtype [typel] Get/Set inquiry scan type

ingparms  [win:int]  Get/Set inquiry scan window and interval

pageparms [win:int] Get/Set page scan window and interval

(b) hcitool: HCI TR
sudo hcitool cmd <ogf> <ocf> <parameterl> <parameter2> ... /* Send HCI command */
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sudo hcitool scan [*scan other bluetooth device*/.
sudo hcitool lescan [*scan other le bluetooth device*/.
He heitool cmd 7] H hcitool --help 3k f48% & % tools/hcitool.c 3CfF:.

(c) I12ping: 12cap #iXF54
12ping <address>

[alex_lu@linux-pc /tmp]$ sudo 12ping 9c:fb:d5:87:03:a3

Ping: 9c:fb:d5:87:03:a3 from 34:C3:D2:0E:AE:36 (data size 44) ...
44 bytes from 9c:fb:d5:87:03:a3 id 0 time 6.02ms

44 bytes from 9c:fb:d5:87:03:a3 id 1 time 17.46ms

44 bytes from 9c:fb:d5:87:03:a3 id 2 time 26.25ms

BT LLET B4k, BlueZ it#2it T btmgmt, btgatt-client, btgatt-server;.gatttool-&&44 1]ty T
H.

5.5.Test scripts

BlueZ #&ft D-Bus }% socket # 0% )2 N . <bluez-5xx>/test/ H 5% A7 UG A
FHA 8 7 o] A FIX L6z 1. D=Bus 2 I 9] 52 _python JEIAS, socket #2117& C
ARG 7] PLZ 2 X SRR SR SE B2 N I K

5.6. @RS

11 S B A A ot i S FEfK profile, AT LAEF] sdptool 52 .
055 A M 2451 profile:) sdptool browse local
NQTE:iz1¥. bluetoothd i Zjji-C 2%,

[alex_lu@linux-pc /tmp]S sudo sdptool browse local
Browsing FF:FF:FF:00:00:00 ...
Service RecHandle: 0x10000
Service Class ID List:

"PnP Information" (0x1200)
Profile Descriptor List:

"PnP Information" (0x1200)

Version: 0x0103

Browsing FF:FF:FF:00:00:00 ...

Service Search failed: Invalid argument
Service Name: Generic Access Profile
Service Provider: BlueZ
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Service RecHandle: 0x10001
Service Class ID List:
"Generic Access" (0x1800)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint16: 0x0001
uint16: 0x0005

Service Name: Generic Attribute Profile
Service Provider: BlueZ
Service RecHandle: 0x10002
Service Class ID List:
"Generic Attribute" (0x1801)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 31
"ATT" (0x0007)
uint16: 0x0006
uint16: 0x0009

Service Name: AVRCP CT
Service RecHandle: 0x10003
Service Class ID List:
"AV Remote" (0x110e)
"AV Remote Controller" (0x110f)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 23
"AVCTP" (0x0017)
uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0106

Service Name: AVRCP TG
Service RecHandle: 0x10004
Service Class ID List:

"AV Remote Target" (0x110c)
Protocol Descriptor List:

"L2CAP" (0x0100)

PSM: 23
"AVCTP" (0x0017)
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uint16: 0x0103
Profile Descriptor List:
"AV Remote" (0x110e)
Version: 0x0105

Service Name: Audio Source
Service RecHandle: 0x10005
Service Class ID List:
"Audio Source" (0x110a)
Protocol Descriptor List:
"L2CAP" (0x0100)
PSM: 25
"AVDTP" (0x0019)
uint16: 0x0103
Profile Descriptor List:
"Advanced Audio" (0x110d)

H sdptool browse <address>nJ DL £ 1376 by 13 45 SCHF (1) profiles

6. Profile MR K

BlueZ #2fit D-Bus (API. socket ¥ FIFI#FA ., Ly EEN AN, T DAFE
Bt I AN, ] LSRR — SR PR AR PP AT 5

4 | inux“baseth &R 4t W1 Ubunty/Debian RATHRA L4 H 47 BlueZ &M FH AT UL, W LLYE
XL ARG LA AR TSR VA 75 92 R0 N il 3 5

6.1. A2DP.and HFP

BlueZ SEH-J a2dp Mz, (H% 7 752 3 FH A4 il 4 % 1) 457 B &% audio data i Aty
Kot 2, blueALSA  FI PulseAudio 5 372 #F X W 4 Ih fE . W 2
https://github.com/Arkg/bluez-alsa 1 http://pulseaudio.org T ZZ 5% 3 M ) Linux &%t

BlueZ #4iLf¥) a2dp audio #15%< D-Bus #2117 LA % doc/media-api.txt.

7£ BlueZ 5.0 2 Jii, HFP {E4 external profile, %% fi4hB N FFE 5528 . Bluetoothd M
50 rfcomm BE#% . SEHL HFP (JTUE NI A blueALSA F1 oFono. blueALSA Jrifii 24
“H .oFono H ARSI T HFP, {H 2 audio #4) tH Pulse Audio &b 2 , it DL ik 75 221 Pulse Audio
EA A BESE L HFP.

HFP 1] audio data nJ LAIE ik HCI 8035 PCM 42 A& 45 1 4 ¥ il 45 - Realtek $241t Config file
Yo audio data Jlid HCI A&, &2 PCM £,
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TN IIN T, E4E52 T Code Size Limit. PulseAudio J&— /> KK 735 &
4i(Sound Server for Sound Routing), *FF flash ELE/N R A IR BEAS AR I (R 8 £ . 4418
bluez-alsa 1] ¥ B , This project[Bluez-alsa] is a rebirth of a direct integration
between Bluez and ALSA. Bluez-4.xx Hili%ER T BT #| ALSA 1] sound routing, {H/&7E
Bluez-5.xx "1, iXFh Py d i S, BT audio routing %1 <35k 55 = J5 ¢ audio app, L2
PulseAudio. it LA H BT #9822 i 548 71 BT audio, 5t 425 ] Pulse Audio 5% 1 ] Bluez-4.xx.
Bluez-4.xx L&t I5F, B 7 A FE4Ed, Bluez ‘B J5 #4748 FH Bluez-5.xx. it LL 2225 PulseAudio
SEME— TN

Bluez-alsa 1] LA#% A€ PulseAudio, T HAKHEI />, Bluez-alsa y3: R 11| Bluez I S F# 11
audio profile. Bluez-alsa )53 T ALSAPCM plugin.

1. Dependencies
e Alsa-lib
e  Bluez-5+
e Glib with GIO support
* Shc

2. WMERLR
2% bluez-alsa J5A A :
$ git clone https://github.com/Arkq/bluez-alsa.git
$ autoreconf --install
$ mkdir build && cd build
$ ../configure --enable-aac --enable-debug
$ make && make install
bluealsa ddemon 5L T blugtoothd i=47 T mainloop 1, bluetoothd iz 47 1 i i 2% it dbus
P service . M2 RegisterProfile(), bluealsa #1414 IR A 13 it a2dp-source, hsp-ag,
hfp-ag.3 4~ profiled” WIS %4y profile, =] LI -p 2%, 4 sudo ./src/bluealsa -p a2dp-source
-p a2dpisink -p hfp-hf 5~ /0] DL 1% 24 sre/bluealsa.c [ struct ba_config config >k SZHH .

[alex_lu@linux-pc ~/bluez-alsal$ sudo ./src/bluealsa

Password:

./src/bluealsa: ctl.c:548: Starting controller loop

./src/bluealsa: bluez.c:680: Registering endpoint: /A2DP/SBC/Source/1
./src/bluealsa: bluez.c:914: Registering profile: /HSP/AudioGateway
./src/bluealsa: bluez.c:914: Registering profile: /HFP/AudioGateway
./src/bluealsa: main.c:281: Starting main dispatching loop

3. A2DP usage
1) A2DP Sink
£ terminal H':

$ sudo bluealsa-aplay ©00:00:00:00:00
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1E bluetoothctl
[bluetooth]# connect xX:XX:XX:XX:XX
2) A2DP Source
$ sudo aplay -D bluealsa:HCI=hci@,DEV=xx:XX:XX:XX:XX:XX,PROFILE=a2dp xxx.wav

4, HFP
1) Hands-free
1E bluetoothctl +
$ connect Xx:XX:XX:XX:XX
EFHL I ARG S, 75 terminal Tiz4T:
$ sudo bluealsa-aplay --profile-sco ©0:00:00:00:00
SO 7 % b RENT B0 7 B 1 A
[ s 1] A FH DA iy 2 #5780 Bt 8k 16-bit wav SCAF, %7 BEWT 2 7
$ sudo aplay -D bluealsa:HCI=hci®,DEV=xX:XX:XX:XX:XX:XX,PROFILE=sco xxx.wav
2) audio gateway
M1 Hands-free 28400, H &2 1) e HEHLE s SCRE HFP WS 48, A AT ERAT s . (B
B W] REBCAT HLIE Tl fE
1t bluetoothctl "4 HALERE H 46 -
7E terminal 11217 :
$ sudo bluealsa-aplay --profile-sco ©0:00:00:00:00
X LR, 7R v L REWT B U W A
[ A DA A DA iy AR50 B 8k 16-bit wav SCfF, X7 RENT 2 5 &

$ sudo aplay -D bluealsa:HCI=hci@,DEV=xX:XX:XX:XX:XX:XX,PROFILE=sco xxx.wav

v FEEA PCM B35, W1 Linux PG AR fifi £ Config file 7 7EC & 4 00 01 00,

6.1.2.PulseAudio

a. (X)) gmiF

TG T ZLAS AR Pulsé Addio #H G intltool, libtool, json-c, libsndfile, sbe. 417 PC
Linux(Ubuntu or Genteo-or etc) NI, JGAfHINIXLE packages /& 1 CL4E %24

¥ pulseaudio, 2% (for example) 1 b

Jconfigure --with-gnu-Id \
--enable-shared \
--enable-dbus \
--disable-static \
--disable-x11\
--disable-oss-output \
--disable-oss-wrapper \
--disable-coreaudio-output \
--disable-esound \
--disable-solaris \
--disable-waveout \
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--disable-gtk3 \
--disable-gconf \
--disable-jack \
--disable-asyncns \
--disable-tcpwrap \
--disable-lirc\
--disable-hal-compat \
--disable-openssl \
--disable-xen \
--disable-systemd \
--disable-systemd-journal \
--disable-manpages \
--disable-per-user-esound-socket \
--disable-neon-opt \
--disable-atomic-arm-linux-helpers \
--disable-ipv6 \

--disable-glib2 \
--without-speex \
--disable-systemd-daemon \
--disable-systemd-login \
--disable-systemd-journal \
--with-system-user=root \
--with-system-group=root \
--with-access-group=root \
--prefix=/usr \
--sysconfdir=/etc \
--localstatedir=/var \
--libdir=/lib \
--datarootdir=/usr/share \
--disable-bluez4 \
--enable-bluez5\
--enable-alsa\

--enable-udev \
--enable-bluez5-native-headset \
--enable-bluez5-ofono-headset

WS4 B MRARTE G, WFHERYE CPU Type 73 IN--host=xxx-linux, &Il arm-linux,
mips-linux %,

WRFE %A udev, NJHE--enable-udev 5% --disable-udev

WHRANTE B FF alsa, #--enable-alsa 2 i--disable-alsa. — -5, W14 257 5 a2dp sink,
A M2 SCHF alsa.

1E4m 1% PulseAudio R 1IEAfi 1% & LIBJSON_CFLAGS, LIBJSON_LIBS,
LIBSNDFILE_CFLAGS, LIBSNDFILE_LIBS (¥}¥ PC Linux, N7 2.0 X 2 environments,
IR RGBT
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b. i24T PulseAudio

1217 pulseaudio i 75 ZE5EHE — L SCAFHE LRI RS+, 41 daemon.conf, client.conf,
default.pa, system.pa. — % 7E Linux PC I, IXSEHc'E SCF 4 #% D1 3 fetc/pulse/ H 5% . L H 3¢ H
configure [¥]--sysconfdir 55 . X Tk AXNRYE, AIRES TS HRH %

pulseaudio --start

pulseaudio iz 47 I i& 7] L 47 I --log-level=X, --dl-search-path=<modules FT 7F i 1% >,
—file=<pa JGZR (I fic & SCF>. Lhln modules BT 7E % 2h Jy/lib/pulse-x.x/modules, pa J& 28 [FIHC &
SCAF A letelpulse/default.pa 57 fetc/pulse/system.pa

iz4714: pulseaudio -n --log-level=3 --d|-search-path=/lib/pulse-7.1/modules
--file=/etc/pulse/default.pa {3 /usr/bin/pulseaudio -n --log-level=3
--dI-search-path=/lib/pulse-7.1/modules --file=/etc/pulse/system.pa‘<system

-n RARAINEERINK default.pa 5L system.pa.

pa Fit B A () 4% 1 configure f—sysconfdir 2%y . L lii--syseonfdirs/ete, ] pa
W0 S e #8450k fetc/pulse/

modules 4% H configure [)--libdir Z%3k € . L an--libdir=/usr/lib, AU modulesr 71 % 11
Jilusr/lib/pulse-x.y/modules/, P x.y & pulseaudio T&IRAS ,/ Hin 6.0,7.1 %,

B 7 FRAE A P AL R 32 47 pulseaudio daemon. ANid R K AAY G 25 LA root Ji i
14T PulseAudio. LA root FFRiz1z pulseaudio iR A system-wide, i&ATIE A%
--system.

P PulseAudio I ] g 75 EEAR M U 05 15 ¥ B AN FINE) log A4

e O:error

e 1:error+ warn

e 2:error + warn +info

e 3:error + warn/+ info +debug

— TR EET T erfor + warn/4 infologs

oo B2 L ESE . ) ©omainc: Failed to  acquire org.pulseaudio.Server:
org.freedesktop.DBus.Error.AccessDenried: Connection ":1.46" is not allowed to own the service
"org.pulseaudio.Servér"/ due to—seécurity policies in the configuration file 7, 5 % /¢
Jetcldbus-1/system.d/pulseaudio-system.conf (b 3¢ 4 5k 2 T+ <pulseaudio-x.y>/src/daemon/
pulseaudio-system.conf) PESAN U~ N 2. 4 R LA H] 32 4T pulseaudio, {EX A4
3@ S g — S pekiey, A root S,

<IDOCTYPE busconfig PUBLIC
"-//freedesktop//DTD D-BUS Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<policy user="root">
<allow own="org.pulseaudio.Server"/>
<allow send_destination="org.bluez"/>
<allow send_interface="org.bluez.Manager"/>
</policy>
<policy user="pulse">
<allow own="org.pulseaudio.Server"/>

<allow send_destination="org.bluez"/>
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<allow send_interface="org.bluez.Manager"/>
</policy>
<policy context="default">

<deny own="org.pulseaudio.Server"/>

<deny send_destination="org.bluez"/>

<deny send_interface="org.bluez.Manager"/>
</policy>

</busconfig>

16 4 IE B S system/default.pa, fNZ% module-bluetooth-policy, module-bluetooth-discover.

load-module module-bluetooth-policy

load-module module-bluetooth-discover

c. ik A2DP

2% 5.2 R, WX TEETIRB &, EEET HHL

# pactl list modules /#f{& module-bluez5-discover A1 module-bluetooth-policy & /1%
# pactl list cards /A7 card

Card #0
Name: bluez_card.00_18_ 91 _00_24_57
Driver: module-bluez5-device.c
Owner Module: 12
Properties:
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path = "/org/bluez/hci0/dev_00 18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOW!I| HERO"
device.icon_name = "audio-headset-bluetooth"
device.intended_roles = "phone"
Profiles:
headset_head_unit: Headset Head Unit (HSP/HFP) (sinks: 1, sources: 1, priority: 20,
available: yes)
a2dp_sink: High Fidelity Playback (A2DP Sink) (sinks: 1, sources: 0, priority: 10,
available: no)
off: Off (sinks: O, sources: 0, priority: 0, available: yes)
Active Profile: off
Ports:
headset-output: Headset (priority: O, latency offset: 0O usec)
Part of profile(s): headset_head_unit, a2dp_sink
headset-input: Headset (priority: 0, latency offset: 0 usec)
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Part of profile(s): headset_head_unit

# pactl list sinks

Sink #1
State: SUSPENDED
Name: bluez_sink.00_18 91_00_24_57
Description: WOOWI HERO
Driver: module-bluez5-device.c
Sample Specification: s16le 1ch 8000Hz
Channel Map: mono
Owner Module: 20
Mute: no
Volume: mono: 43691/ 67%
balance 0.00
Base Volume: 65536 / 100%
Monitor Source: bluez_sink.00_18 91 00 _24 57.monitor
Latency: 0 usec, configured 0 usec
Flags: HARDWARE HW_VOLUME_CTRL LATENCY
Properties:
bluetooth.protocol = "headset_head_unit"
device.intended_roles = "phone"
device.description = "WOOWI HERO"
device.string = "00:18:91:00:24:57"
device.api = "bluez"
device.class = "sound"
device.bus = "bluetooth"
device.form_factor = "headset"
bluez.path = "/org/bluez/hci0/dev_00 18 91 00 24 57"
bluez.class = "0x240404"
bluez.alias = "WOOW!I| HERO"
device.icon_name = "audio-headset-bluetooth"
Ports:
headset-output: Headset (priority: 0)
Active Port: headset-output
Formats:

pcm

BE profile 24 a2dp_sink. 41 pactl list cards &7~ BlueZ Card [¥) Active Profile 2

a2dp_sink, )45 W& AR A

# pactl set-card-profile bluez_card.00_18 91 _00_24 57 a2dp_sink
R H B Failure: No such entity ¥ connection 2 75 i JT.
A& wav S

# pactl upload-sample /usr/share/sounds/alsa/Front_Center.wav spl
e

# pactl play-sample sp1l bluez_sink.00_18 91 00 24 57
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6.2. AVRCP CT

Bluez #24tf] AVRCP CT #H2%[¥) D-Bus # 111]LA#r % doc/media-api.txt, interface
org.bluez.MediaControl1 £ org.bluez.MediaPlayerl. org.bluez.MediaControl1 methods (1] =<3,
£ profile/audio/control.c SCFH . HESCA4¥) control_play(), control_pause(),.... & Play, Pause
£ D-Bus API R EARSEIN o FH - R DR 45 7 SR VS o B8 22 434

6.3.LE GATT Client

6.3.1.GATT Client API

BlueZ 21t T 1R 43 1 (1) GATT Client APY, J5{HR] /' JF & GATT-Client application.
struct bt_att *bt_att_new(int fd, bool ext_signed)

U R H 7 SR struct b att (R, IS5 R P00 35 — 1Y socket #IE 4T, %78 L2CAP
fRIERE, MIERGEIE H] T4%%0 ATT packets.

unsigned int bt_att_register_disconnect(struct bt_att *att,
bt_att_disconnect_func_t callback,
void *user_data,

bt_att_destroy_func_t destroy)
I R B A A PR A2 W T 14 1] 1 B 2

struct gatt_db *gatt_db_new(void)
IR INAC <> GATT database, HIKErfricin GATT server $&4iL1) service 15 & .

struct bt_gatt_client *bt_gatt_client_new(struct gatt_db *db,
struct bt_att *att,
uintl6_t mtu)
UEPR 240 i — A GATT client 5241

unsigned int gatt_db_register(struct gatt_db *db,
gatt_db_attribute_cb_t service_added,
gatt_db_attribute_cb_t service_removed,
void *user_data,
gatt_db_destroy_func_t destroy)
SRR BN 3 AN Bl &, 73l SRR ST I A RS MR Fi41 A1 Database B8
.
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unsigned int bt_gatt_client_ready_register(struct bt_gatt_client *client,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
R BOE M AN E k%L, i3k GATT Client Ready S . 43R ARSS 52 iy, 1 MHK)
[ R ES R T o FRATT AT LAAE B[] R Kb AT BRI IR S5 (A5 S, Rk S%
tools/btgatt-client.c ) print_services() B %% »

unsigned int bt_gatt_client_read_value(struct bt_gatt_client *client,
uint16_t value_handle,
bt_gatt_client_read_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
B pR £ 1320 handle #5817 ¥ Attribute ) value.

unsigned int bt_gatt_client_write_value(struct bt_gatt_client *client,
uintl6_t value_handle,
const uint8_t *value, uint16_t length,
bt_gatt_client_callback_t callback,
void *user_data,
bt_gatt_client_destroy_func_t destroy)
IERR L T 2488 handle 45 17) ¥ Attribute 1) value.

52 2% <bluez-5.xx>/tools/btgatt-client.c-J fi# 51 % GATT Client API [¥)1i [ .

6.3.2.btgatt-client

btgatt-client 7] LLi%% it tE-device, 8 R%%, 5 Characteristics.

[alex_lu@linux-pc ~/bluez/bluez-5.41]$ sudo ./tools/btgatt-client -d 00:E0:00:34:56:78
Connecting to device... Done

[GATT client]# Service Added - UUID: 00001800-0000-1000-8000-00805f9b34fb start: 0x0001
end: 0x0007

[GATT client]# Service Added - UUID: 00001812-0000-1000-8000-00805f9b34fb start: 0x0008
end: 0x0026

[GATT client]# Service Added - UUID: 00001801-0000-1000-8000-00805f9b34fb start: 0x0027
end: 0x002a

[GATT client]# GATT discovery procedures complete
[GATT client]#
service - start: 0x0001, end: 0x0007, type: primary, uuid:
00001800-0000-1000-8000-00805f9b34fb

charac - start: 0x0002, value: 0x0003, props: 0x02, ext_props: 0x0000, uuid:
00002a00-0000-1000-8000-00805f9b34fb
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charac - start: 0x0004, value: 0x0005, props: 0x02, ext_props: 0x0000, uuid:
00002a01-0000-1000-8000-00805f9b34fb

charac - start: 0x0006, value: 0x0007, props: 0x02, ext_props: 0x0000, uuid:
00002a04-0000-1000-8000-00805f9b34fb

service - start: 0x0008, end: 0x0026, type: primary, uuid:
00001812-0000-1000-8000-00805f9b34fb
charac - start: 0x0009, value: 0x000a, props: 0x02, ext_props: 0x0000, uuid:
00002a4a-0000-1000-8000-00805f9b34fb
charac - start: 0x000b, value: 0x000c, props: 0x04, ext_props: 0x0000, uuid:
00002a4c-0000-1000-8000-00805f9b34fb
charac - start: 0x000d, value: 0x000e, props: 0x06, ext_props: 0x0000, uuid:
00002a4e-0000-1000-8000-00805f9b34fb
charac - start: 0x000f, value: 0x0010, props: 0x02, ext_props: 0x0000, uuid:
00002a4b-0000-1000-8000-00805f9b34fb
charac - start: 0x0011, value: 0x0012, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0013, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0014, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0015, value: 0x0016, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0017, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0018, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0019, value: 0x001a, props: 0x0e, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001b, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x001c, value: 0x001d, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x001e, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x001f, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0020, value: 0x0021, props: Ox1a, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0022, uuid: 00002902-0000-1000-8000-00805f9b34fb
descr - handle: 0x0023, uuid: 00002908-0000-1000-8000-00805f9b34fb
charac - start: 0x0024, value: 0x0025, props: 0x0e, ext_props: 0x0000, uuid:
00002a4d-0000-1000-8000-00805f9b34fb
descr - handle: 0x0026, uuid: 00002908-0000-1000-8000-00805f9b34fb

service - start: 0x0027, end: 0x002a, type: primary, uuid:
00001801-0000-1000-8000-00805f9b34fb
charac - start: 0x0028, value: 0x0029, props: 0x20, ext_props: 0x0000, uuid:
00002a05-0000-1000-8000-00805f9b34fb
descr - handle: 0x002a, uuid: 00002902-0000-1000-8000-00805f9b34fb
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[GATT client]# help

Commands:
help
services
read-value
read-long-value
read-multiple
write-value
write-long-value
write-prepare
write-execute
register-notify
unregister-notify
set-security
get-security
set-sign-key

Display help message

Show discovered services

Read a characteristic or descriptor value

Read a long characteristic or desctriptor value

Read Multiple

Write a characteristic or descriptor value
Write long characteristic or descriptor value

Write prepare characteristic or descriptor value

Execute already prepared write
Subscribe to not/ind from a characteristic
Unregister a not/ind session

Set security level on le connection

Get security level on le connection

Set signing key for signed write command

[GATT client]# read-value 0x0003
Read value (11 bytes): 4d 65 64 69 61 51 20 52 43 55 00

6.3.3.gatttool

Fr 7 btgatt-client 24N, BlueZ | iEHHE T 54— H M T H gatttool, I T HA7 T

<bluez-5.xx>/attrib/ H%

ST Z RS, 1525 Characteristics 25 Difig .

[alex_lu@linux-pc ~/bluez/bluez-5.47]$ sudo ./attrib/gatttool --help-all

Password:
Usage:
gatttool [OPTION...]

Help Options:
-h, --help
--help-all
--help-gatt
--help-params
arguments
--help-char-read-write
Read/Write arguments

GATT commands
--primary

Show help options
Show all help options
Show all GATT commands
Show all Primary Services/Characteristics

Show all Characteristics Value/Descriptor

Primary Service Discovery
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--characteristics Characteristics Discovery

--char-read Characteristics Value/Descriptor Read

--char-write Characteristics Value Write Without Response
(Write Command)

--char-write-req Characteristics Value Write (Write Request)

--char-desc Characteristics Descriptor Discovery

--listen Listen for notifications and indications

Primary Services/Characteristics arguments

-s, --start=0x0001 Starting handle(optional)
-e, --end=0xffff Ending handle(optional)
-u, --uuid=0x1801 UUID16 or UUID128(optional)

Characteristics Value/Descriptor Read/Write arguments

-a, --handle=0x0001 Read/Write characteristic by handle(required)
-n, --value=0x0001 Write characteristic value (required for write
operation)

Application Options:

-i, --adapter=hciX Specify local adapter interface

-b, --device=MAC Specify remote Bluetooth address

-t, --addr-type=[public | random] Set LE address type. Default: public

-m, --mtu=MTU Specify the MTU size

-p, --psm=PSM Specify the PSM for GATT/ATT over BR/EDR
-l, --sec-level=[low | medium | high] Set security level. Default: low

-1, --interactive Use interactive mode

2R primary services
gatttool sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary

[alex_lu@linux-pc ~/bluez/bluez-5.47]$ sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --primary
Password:

attr handle = 0x0001, end grp handle = 0x0007 uuid: 00001800-0000-1000-8000-00805f9b34fb
attr handle = 0x0008, end grp handle = 0x0026 uuid: 00001812 -0000-1000-8000-00805f9b34fb
attr handle = 0x0027, end grp handle = 0x002a uuid: 00001801-0000-1000-8000-00805f9b34fb

12 characteristics:
gatttool -b <address> --characteristics, 4 nJ /il I start handle #1 end handle,gatttool -b <
address> --characteristics -s <start handle> -e <end handle>

[alex_lu@linux-pc ~/bluez/bluez-5.47]S sudo ./attrib/gatttool -b 00:E0:00:34:56:78 --char-desc
handle = 0x0001, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0002, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0003, uuid = 00002a00-0000-1000-8000-00805f9b34fb
handle = 0x0004, uuid = 00002803-0000-1000-8000-00805f9b34fb
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handle = 0x0005, uuid = 00002a01-0000-1000-8000-00805f9b34fb
handle = 0x0006, uuid = 00002803-0000-1000-8000-00805f9b34fb
handle = 0x0007, uuid = 00002a04-0000-1000-8000-00805f9b34fb
handle = 0x0008, uuid = 00002800-0000-1000-8000-00805f9b34fb
handle = 0x0009, uuid = 00002803-0000-1000-8000-00805f9b34fb

[alex_lu@linux-pc ~/bluez/bluez-5.471$ sudo ./attrib/gatttool -b 00:E0:00:34:56:78
--characteristics

handle = 0x0002, char properties = 0x02, char value handle = 0x0003, uuid
00002a00-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = 0x02, char value handle = 0x0005, uuid
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = 0x02, char value handle = 0x0007, uuid
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = 0x02, char value handle = 0x000a, uuid
00002a4a-0000-1000-8000-00805f9b34fb

handle = 0x000b, char properties = 0x04, char value handle = 0x000c, uuid
00002a4c-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value handle = 0x000e, uuid
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = 0x02, char value handle = 0x0010, uuid
00002a4b-0000-1000-8000-00805f9b34fb

handle = 0x0011, char properties = O0xla, char value handle = 0x0012, uuid
00002a4d-0000-1000-8000-00805f9b34fb

handle = 0x0015, char properties = Oxla, char value handle = 0x0016, uuid
00002a4d-0000-1000-8000-00805f9b34fb

[alex_lu@linux-pc ~/bluez/bluez-5.471$ sudo ./attrib/gatttool -b 00:E0:00:34:56:78
--characteristics -s 0x0001 -e 0x0010

handle = 0x0002, char properties = 0x02, char value handle = 0x0003, uuid
00002200-0000-1000-8000-00805f9b34fb

handle = 0x0004, char properties = 0x02, char value handle = 0x0005, uuid
00002a01-0000-1000-8000-00805f9b34fb

handle = 0x0006, char properties = 0x02, char value handle = 0x0007, uuid
00002a04-0000-1000-8000-00805f9b34fb

handle = 0x0009, char properties = 0x02, char value handle = 0x000a, uuid
00002a4a-0000-1000-8000-00805f9b34fb

handle = 0x000b, char properties = 0x04, char value handle = 0x000c, uuid
00002a4c-0000-1000-8000-00805f9b34fb

handle = 0x000d, char properties = O0x06, char value handle = 0x000e, uuid
00002a4e-0000-1000-8000-00805f9b34fb

handle = O0x000f char properties = 0x02, char value handle = 0x0010, uuid
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6.4.LE GATT Server

6.4.1.GATT Server API

BlueZ #2fit 7 L& GATT Server API, J5fiiFH F' JF & GATT Server application.
struct bt_gatt_server *bt_gatt_server_new(struct gatt_db *db,
struct bt_att *att, uint16_t mtu)
LR LA struct bt_gatt_server (145 Fa 44, it R £ T exehange mtu, read by
group type, read by type 5 ATT request 1) 4b 2 e 4 .

struct gatt_db_attribute *gatt_db_add_service(struct gatt_db *db,
const bt_uuid_t *uuid,
bool primary,
uint16_t num_handles)
IS In—A service, {E'E 2 e 77 22 UA H HoAh e 20250 charactefistics 1 descriptors.

struct gatt_db_attribute *
gatt_db_service_add_characteristic(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
uint8_t properties,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)
RN\ chatacteristic 1 attrib 45 i f) service.

struct gatt_db_attribute *

gatt_db_service_add_descriptor(struct gatt_db_attribute *attrib,
const bt_uuid_t *uuid,
uint32_t permissions,
gatt_db_read_t read_func,
gatt_db_write_t write_func,
void *user_data)

A5 n—A> descriptor % attrib ¥5 17 1) service.

bool gatt_db_attribute_write(struct gatt_db_attribute *attrib, uint16_t offset,
const uint8_t *value, size_t len,
uint8_t opcode, struct bt_att *att,
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void *user_data)
BEE attribute 1) value. BEERE— A S attribute write callback - T 18 H o

bool gatt_db_service_set_active(struct gatt_db_attribute *attrib, bool active)
Wik service

6.4.2.btgatt-server

GATT server [ & 1] LLZ 2% <bluez-5.xx>/tools/btgatt-server.c,

6.4.3.Built-in GATT server

PRI GATT server 1] LLZ % rtk_gatt_server.c

i

rtk_gatt_server.c

6.5.Plugin

JERHTH) profile, T2 I plugin, 15 SEARIEEL SCAT R INan T A 25

BLUETOOTH_PLUGIN_DEFINE(name, VERSION, BLUETOOTH_PLUGIN_PRIORITY_DEFAULT, init,
exit)

7E init /BT BiZ \profile/ s I 21 profiles B % b, VE M profile 1) B& e
btd_profile_register(&profilel). FEexit i i H btd_profile_unregister(&profilel).

ARG 15 8 Mékefile.plugins, Vs
builtin_modules += name
builtin_sources += <src file>

1B Makefile.plugins 2 )5 5 ZAE <bluez-5.xx>Y5 i H 5% Fig47— > IA bootstrap (7] LA
Faifie), JANER:

#!/bin/sh

aclocal && \
autoheader && \
libtoolize --automake --copy --force && \
automake --add-missing --copy && \

autoconf

% 4.1BlueZ g ik Makefile 4% 1% .
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7. Debug tool

7.1.hcidump

BlueZ A #2 It 4IHL btsnoop log i) T. & hcidump. It T E 0] BLsE F host stack 5 Bluetooth
controller 2 [A] A2 T ¥ ¥ 25 Hdin . b T2 B T <bluez-5.xx>/tools/ .

heidump T H AT LKt log #TEN7E terminal, 0] LALL raw data [#) 77 ARAE RS, ORAF )
SCAERT LU Frontline f¥) Capture File Viewer f##T, 7] LA Ellisys-Bluetooth Analyzer fi##T

$HX btsnoop log 1) i 2

HHFT B 2] terminal:

S sudo hcidump -t

HEICA log PrA7F txt A

S sudo hcidump -t > xxx.txt

{347 raw data:

S sudo hcidump -w xxx.cfa

7.2.BlueZ log

iz47 bluetoothd It Jfl-d”-n Z0F IT BlueZ debug log (J5ifd i Ff DBG() ek K471 Bl 1 log
) .

BlueZ (1] log [ {47 2] syslog, | FrE i e % 7 > & 215 s FF, W1 Ubuntu R4¢ log 25
1P AEvar/log/systog SO AT LAFSHE busybox ¥ syslogd $17F, i 8lJE1E )G 6817
syslogd, log 4 {447 4 Ivar/logimeSsage LI
void btd_debug(const char *format, ...)

{
va_list ap;
va_start(ap, format);
vsyslog(LOG_DEBUG, format, ap);
va_end(ap);

}
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7.3.Kernel log

1H1d echo 7 > /proc/sys/kernel/printk 15 24 printk 25 5] , 5 net/bluetooth Fi1 Realtek Bluetooth
driver f) log T ElH k.
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